How to use Packet Capture on
Meraki Network Devices

In Meraki, the basic Troubleshooting tools (ping, Throughput,
Traceroute, ARP Table, Routing Table) are bundled to the
system. So most of the time IT Admins are capable of
Troubleshooting the Devices.

Select a wol Ping =

This can be accessed by selecting the Network Device listed
under the Site (Device — Tools).

But there are times, where IT Admins need through data
analysis. This can not be achieved with the inbuilt tools. So
this will require a .pcap file. This file can be generated on
the Network Interface and then can be downloaded to the
engineer’s computer.

As we all know, software like Wireshark (formerly known as
Ethereal) should be installed on the Engineer’s computer.

This is not possible under the described section of tools.

So, to make this configured you will need to access the
Network-Wide Tab and then Select Packet Capture.
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After selecting the Tab, you will find the option to choose
the applicable Network Device.

By default, it will show “for security appliances”

Apart from the above, you will find “for access points” & “for
switches”

In my example, the requirement is to get the Layer 3 device
packet capture (so i will be choosing the “for switches").

Also, I need to get the statistics for the port “22" (these
utilized port information can be retrieved through the Network
Device summary information)

Packet capture for switches ~
s

Switch: | sssssslessestes Core ¥
Ports: | 27 e

Output: | Download .peap file (for Wireshark) ¥ | o

Duration (secs): | 60

Filter expression:

File name: | packet capture

Start capture



I have selected the specified Switch and Port as 22, the main
change to be done is under “Output”

I have selected “Download .pcap file (for Wireshark)”
Then, you are ready to go.

Simply, click “Start Capture” and it will generate the Packet-
Trace in .pcap format.

[l Sample Capture.pcap [Wireshark 1.8.6 (SVN Rev 48142 from /trunk-1.8)] =N X

File Edit Wiew Go Capture Analyze Statistics Telephon! Tools  Internals  Help

B oo e BEXEE Aa++»2TF2EE aaan @D % 8
Filter: IZIExpression... Clear Apply Save
Mo. Time SRC MAC addr DST MAC addr Source e
1 0.000000 fc:99:47: 01:00:0c:cc:cc:cd fc:99:47:a0:db:14 |~
2 0.286426 bc:5f:f4:a6:76:1a frffiffiff:ff:ff bc:5f:f4:a6:76:1a
3 0.362137 00:0c:29:5c:do:fc ff:ff:ff:ff:ff:ff 10.0.0.4
4 0.576981 bc:5fF:f4:a6:76:1a ff:ff:ffiff:ff:ff bc:5fF:f4:a6:76:1a
5 0. 680997 f&:f7:ff:00:02:0a ff:ff:ff:ff:ff:ff 10.0.0.59
6 0.742342 52:54:4c:dd:58:98 ff:ff:ffiff:ff:ff 52:54:4c:dd:58:98
7 0.B887071 00:50:56:b3:7f:c5 ff:ff:ff:ff:ff:ff 10.0.0.8
8 0.905697 bc:5fF:f4:a6:76:1a ff:ff:ffiff:ff:ff bc:5fF:f4:a6:76:1a
9 0.912616 d0:27:88:7f:e9:3a ff:ff:ff:ff:ff:ff d0:27:88:7f:e9:3a
10 0.931031 78:ef:dl:7c:48:52 d0:27:88:79:cc:le 10.0.0.15
11 0.931873 78:ef:dl:7c:48B:52 d0:27:88:79:cc:le 10.0.0.15
12 1.014224 fc:99:47:a0:db:14 01:00:0c:cc:cc:cd fc:099:47:a0:db:14
13 1.014324 fc:99:47:a0:db:14 01:80:c2:00:00:00 fc:99:47:a0:db:14

14 1.112186 00:0c:29:5c:d0:fc ff:ff:ff:ff:ff:ff 10.0.0.4 -
4 1 | 3

Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)

Ethernet II, sSrc: fc:99:47:a0:db:14 (fc:99:47:a0:db:14), Dst: 01:00:0c:cc:cc:cd (01:00:0c:cc:cc:cd)
802.1qQ virtual LAN, PRI: 7, CFI: 0, ID: 5§

Logical-Link control

Spanning Tree Protocol

0000 01 00 Oc cc cc od fc 99 47 a0 db 14 81 00 e0 05  ........ Gevinnns

0010 00 32 aa aa 03 00 00 Oc 01 Ob 00 00 02 02 3c 8O 2 e <.
0020 05 60 73 5c 20 91 00 00 00 OO0 00 80 05 60 73 5¢ LUshDLLL L sl

4 o | »

0030 30 91 00 80 f4 OO 00 14 00 02 00 OFf 0O 0O 00 OO Oeiiinn ceinian
0040 00 02 00 05 .

NOTE: If you do not have the Wireshark installed, you can
simply get the output in the Window itself. For that, you can
simply select “view output below” instead “Download .pcap file
(for Wireshark)"“.



